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Then select ‘Safety’ for a quick list
of popular options.
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Now click ‘Internet options’ to access
the main security settings area.

Contact
DCGFutures@met.police.uk

This document only describes the
privacy options available to users.

E National Police Chiefs’ Council
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Internet Options - General

Select a ‘safe’ home

General i i i
|SEﬂmty|Pnuacy|Eonta1t|Emcbons|Prograﬂs|Adumd|I pagethatdoesnot
Home page - imply any specific
@ To create home page tabs, type each address on its.z@n line. browsing habits.
htt|::|s:..".."1.|~.|'l.|~.|'l.|~.r.§;|u::u::u§;|Iv;-.c::|.u|c..II FS
Lge current Lge default ” Lze new tab
Startup Set IE to start with
Start with tabs from the last session the home page.
(@ Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temparary files, history, cookies, saved passwords, and web Set to delete
form information. browsing history on o
Delete browsing history on exit exit.
| Delete... || settings
Appearance
Colors Languages Fonts Accessibility . .
J I || ] Now click ‘Settings’. o
[ oc [ cancel |[ oy |

Internet Options — General - Settings

Internet Options @ l
Select the ‘History’
tab...

General | Security | Privacy | Content | Connections | Programs | Advanced |

| Temporary Internet Files | History ‘ Caches and dambases|

Spedify how many days Internet Explorer should save the list
of websites you have visited.,

Days to keep pages in history: 0| El

E o Set this value to 0",
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Internet Options — General - Settings

P

Internet Options (7= } Select the ‘Caches 0

General | Security | Privacy | Content | Connections | Programs | Advanced | and databases’ tab...

| Temporary Internet Files I History ‘ Caches and databases
Allow website caches and databases
Matify me hen a website cache or 10 ME
) database exceads -
Website File Storage ~Data Storage  Exceed limit
windowsphaone.com 4 MB 0 MB M A
Deselect this option
E if desired.
| Exceed limit | | Delete |
‘ | ok || cencel |
T 1 = = T L T 1 1)
ok || cancel |[ apply |

General | Security | Privacy | Content | Connections | Programs | Advam:ed|

Select the ‘Security’
Select a zone to view or change security settings.

. Q J ® tab...

ntv.-_-rnv.-_- Local infranet  Trusted sites  Restricted
sites

Internet T
0 This zone is for Internet websites, l—ll -

except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites f
- Prompts before downloading potentially unsafe Choose the security

content level that suits your
- Unsigned ActiveX controls will not be downloaded role

Enable Protected Mode {requires restarting Internet Explorer)

[ Custom level... ]| Default level |

| Reset all zones to default level |

[ ok J[ cancel J[ apoly |
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Internet Options — Privacy

Internet Options B E__ ] Select the ‘Privacy’ 0

tab...

General | Security  Privacy | Content | Connections | Programs | Advanced

Settings
Select a setting for the Internet zone,
Medium High

- Blocks third-party cookies that do not have a compact

privacy policy Choose the cookie

[ -Blocks third-party cookies that save information that can setting that suits
be used to contact you without your explidt consent /
- Blocks first-party cookies that save information that can yourrole.

be used to contact you without your implicit consent

| stes || import || Advanced || Defaut | o

Location

= Mever allow websites to request your
. ar Sites
- physical location

Pop-up Blocker Select all three
Turn on Pop-up Blocker Settings settings as shown
InPrivate (recommended).

Dizable toolbars and extensions when InPrivate Browsing starts E

Internet Options — Content

i B

Internet Options @
Select the ‘Content’ 0

| General I Security I Privacy | Content iL‘or'u"recﬁor'Ls | Programs | Advanced | bl

Family Safety

&l Control the Internet content that can @Faﬂiy Safety

be viewed,

Certificates

Use certificates for encrypted connections and identification. . .
8 Click ‘Settings’... 0

| Clearssistate || certificates ||  Publshers |

AutoComplete

= AutoComplete stores previous entries Settings ]

on webpages and suggests matches
for you.

AutoComplete Settings

AutoComplete lists possible matches from entries you've
typed or visited before,
IJse AutoComplete for

[7] Address bar Choose the auto-
Browsing history complete settings o
EE"Z”ES that suit your role.
(==}
Use Windows Search for better results
4 Suggesting URLs ]

Forms Apply j

IJser names and passwords on forms

[] Ask me before saving passwords
Delete AutoComplete history. .. ]

Click ‘Delete
[ ok || canel | AutoComplete history’.
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Internet Options — Advanced

Internet Options - .L.

| General | Security | Privacy | Content | Connections | Programs = Advanced i

Settings

g Security -
Allow active content from CDs to run on My Computer™
Allow active content to run in files on My Computer®
Allow software to run or install even if the signature is invi
Block unsecured images with other mixed content
Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs
Do not save encrypted pages to disk
Empty Temparary Internet Files folder when browser is ch
Enable DOM Storage
Enable Enhanced Protected Mode™
Enable Integrated Windows Authentication™®
[¥] Enable native XMLHTTP support =

4 m | 3

*Takes effect after you restart your computer

[ Restore advanced seitnns l

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resat
condition.

Yiou should only use this if your browser is in an unusable state,

[ oc  J[ cancel |[ sy |

Select the

‘Advanced’ tab... 0

Scroll down to
‘Security’. Consult
your administrator
for the settings
required in your
organisation.

Restart your
computer to make
sure that all new
settings take effect.
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