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Secure Facebook n

General account settings

o Your Pages:
o General General Account Settings ﬂ John Smith
7 Security
e Create Page
@ Privacy Name John Smith Edit Hanage Pages
[] Timeline and Tagg... Username You have not set a username. Edit Create Graup
@ Blocking New G
Email Primary. you@yourdomain.com Edit s isroups 2
@ Motifications ) Create Ads
. Password Password last changed over a year ago. Edit
Maobile Manage Ads
Followers Networks Mo networks. Edit 1
Activity Log 1
ﬂ Apps Language English (US) Edit Mews Feed Preferences
m Ads Settings
Payments Temperature Fahrenheit Edit Log Out
Help
Renort a Problem

* Select the user name that other users will see.
* Assign an email address — not your work email!
* Change your password frequently. 2 ...then click here...
* Set ‘Language’ to ‘US English’ to exploit all FB search tools.

* Note; creating a fake account is a breach of Facebook’s T&Cs.

Security: access & edit

2 Then click to edit each setting

Click here to access Security 1
& General Security Settings
i} Security |
Login Alerts Get an alert when anyone logs into your account from a new device or browser. Edit
[B Privacy
] Timeline and Tagg... Login Approvals Use your phone as an extra layer of security to keep other people from logging into your account. Edit
@ Blocking
Code Generator Use your Facebook app to get security codes when you need them. Edit

i@ Nofifications
Mobile
Followers

App Passwords Use special passwords to log into your apps instead of using your Facebook password or Login Edit
Approvals codes.

Trusted Contacts Pick friends you can call to help you get back into your account if you get locked out. Edit
B8 Apps
[fa Ads Your Browsers and Apps Review which browsers you saved as ones you often use. Edit
Payments
Where You're Logged In Review and manage where you're currently logged into Facebook. Edit
&% Support Inbox
BZE Videos Legacy Contact Choose afamily member or close friend to care for your account if something happens to you. Edit
Deactivate Your Account Choose whether you want to keep your account active or deactivate it. Edit

The settings you choose are optional. We show the most important ones on the following pages.

Contact This document only describes the
DCGFutures@met.police.uk privacy options available to users.

Natlonal Pollce Chiefs’ Council
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Security: Login alerts

Security Settings

Login Alerts et an alert when anyone logs into your account from a new device or
Drowser.

Ei Hotifications

+ (et notifications
Dan't get notifications

Get notified |
f f = Email
someone else logs
into your account = Email login alerts to (your email address will appear here)
from a new device Diant get email alerts
or browser.

0 Text messages

s Textlogin alerts to (your mobile number will appear here, if assigned)
Dont get text alerts

LE e EN L | Cancel

Security: Login approvals

Login Approvals Require a security code to access my account from unknown
browsers [7]

| || Cancel |

You have the option to use mobile number linked to your profile to approve logins from
browsers or devices that have not been used before. This is a second layer of security.

Note that some browser settings (e.g. Cookie settings or private browser mode) may
prevent you from activating this feature.

Security: Your browsers & apps

Your Browsers and Apps You won't get notified or have to confirm your identity when logging in from
these devices:
Facebook for iPhone April 12, 2015 - Remove
Facebook for iPhone Movember 29, 2014 - Remove
Firefox on Windows March 20, 2014 - Remove
|| Cancel |

This is a list of the browsers & apps Facebook trusts for your account. Remove any that
you DO want to receive Login Alerts for. No alerts will be raised for browsers or apps
left on this list.
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Security: where you’re logged in

Where You're Logged In Current Session End All Activity
Location Unknown
@ Device Type Firefox on Windows 7
If you notice any unfamiliar devices or locations, click 'End Activity' to end
Review all the session.
sessions that Deskt 1
Facebook esktop (1) ~
regards as -
active. Last Accessed August 7 at 10:43am End Activity
Location Amsterdam,
Metherlands (Approximate)
@ Device Type Firefox on Windows 3
Check vour Facebook for iPhone (1) «
eckyou Click to end any active
actlv? mobile TG
device and 8 Messenger (2) «
Messenger
sessions as @
well. Facebook for iPad (1) a
Close

Note that these are normally just sessions you didn’t fully log out of. If you do see a
suspicious session, investigate it if possible, end it, and then change your password.

Security: deactivate your account EEZLD

Deactivate Your Account o o
Deactivating your account will disable your profile and remove your name

and photo from most things youve shared on Facebook. Some
information may still be visible to others, such as your name in their
friends list and messages you sent. Learn more.

Dreactivate your account.

Close

Click to temporarily deactivate your
account if you need to do so.

Never leave an unwanted and unused account lying dormant. If it is hacked and misused,
you might not notice the fact. Such misuse could continue for years in some cases. To
permanently delete an account visit https://www.facebook.com/help/delete account



https://www.facebook.com/help/delete_account
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Privacy

. Make sure that only your friends can see what you have posted. |

Privacy Settings and Tools
Who can see my stuff? Who can see your future posts? Friends Edit
Review all your posts and things you're tagged in Use Activity Log .
Limit the audience for posts you've shared with Limit Past Posts
friends of friends or Public?
~
3 3
Who can contact me? Who can send you friend requests? Friends of Friends Edit E,, =4
] §
Whose messages do | want filtered into my Inbox? Strict Filtering Edit Q o)
O o
S Q9
Who can look me up? Who can look you up using the email address you Friends Edit | ) S
provided?
Who can look you up using the phone number you Friends Edit
provided? >_
Do you want other search engines to link to your Ho Edit
timeline?

. Limit who can search for you and how.

Timeline & Tagging

. Make sure that only you can add posts. Approve posts friends tag you in. |

Timeline and Tagging Settings
Who can add things to my Who can post on your timeline? Only Me Edit
timeline? .
—

Review posts friends tag you in before they appear  On Edit

an your timeline?
N =
Who can see things on my Review what other people see on your timeline ViewAs | | § g
timeling? S g
Who can see posts you've been tagged in on your Only Me Edit - g 8‘
timeline? ® O
= Q
% S
Whao can see what others post on your timeline? Only Me Edit . %
— (1)
How can | manage tags Review tags people add to your own posts before On Edit
people add and tagging the tags appear on Facebook?
suggestions?
When you're tagged in a post, who do you want to Only Me Edit

add to the audience if they aren't already in it?

. Review and manage tags posted by others that mention you.

CPee

T B m Produced by The Risk Management Group, 2015 Social Media settings and options change all
e the time. Please check with the issuer for

www.trmg.biz
. . . . info@trmg.biz the latest version of this guide.
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